
 
 

 

Websense® Web Filter
 

is the world’s leading Web filtering solution. Websense Web Filter helps organizations 

balance employees’ personal Internet needs while decreasing the risk of legal liability, maintaining adequate 

network bandwidth levels, and increasing productivity.  Integration with Websense Content Gateway Module 

enables Web 2.0 security such as real-time categorization and SSL traffic analysis. 

Web Filter Version Introduced Value 

7.0 6.3.1 6.3 

Web Based Interface x   Provides Easy-to-use, intuitive interface. 

Management Dashboard x   Allows integrated management and reporting dashboard to 

highlight key data points and drill-down reports in a single page 

view. 

Improved Delegated 

Administration 

x   Allows multiple delegated administrators in different roles to log 

on to manage policies for their clients at the same time. Multiple 

administrators in the same role can log on concurrently to run 

reports on their clients. 

Selective Authentication x   Enables public machines to use the network with a default policy 

without requiring authentication. 

Integration with Content 

Gateway Module 

x   Enables real-time categorization of dynamic and Web 2.0 Web 

sites as well as content analysis of SSL encrypted traffic. 

Web Reputation  x  Powered by the Websense ThreatSeeker™ Network, allows 

customers to easily extend their protection by management 

suspicious Web sites. 

Text and Media Messaging, 

Organizational Email and 

General Email categories 

 x  Provides greater granularity and flexibility in managing Internet 

communications Web sites (applies to all versions). 

Microsoft® Windows Vista™ 

and Internet Explorer® 7 

support 

 x  Includes support for the latest versions of Microsoft’s desktop 

O/S and Web browser. 

VMWare® Support   x Allows organizations to run Websense in a virtual environment. 

Citrix® Integration   x Enables customers to set and enforce URL and protocol policies 

for all users with visibility into user activity through usage- and 

performance-based reporting. 

Selective Category Logging   x Streamlines the amount of data in the Websense log database. 

Addresses personal privacy concerns. 

Reporting 

Database Administration    x Replaces DB Manager. Allows creation and deletion of partitions, 

rollover by size or time and data viewing across partitions. 

Multiple database partitions 

per log server 

  x Enables reporting across multiple databases, scheduling of 

automatic database rollovers, and flexible management of the log 

server. 

Supports Microsoft® SQL 

Server™ 2005 and MySQL® 

5.0 

  x Provides MySQL 5.0 support on Linux platforms. MySQL 4.x no 

longer support in v6.3 or higher. 

Port and keywords added to 

flexible detail reports 

  x Provides enhanced information and metrics for improved decision 

making. 
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Add-on options 

Content Gateway 

Module 

Version Introduced Value 

7.0 6.3.1 6.3 

Real-time site 

categorization 

x   Enables Web sites with dynamically changing content to be correctly 

categorized. Allows identification and blocking of short lived malicious 

sites (such as phishing). 

Analysis of encrypted SSL 

traffic 

x   Prevents SSL traffic from circumventing Web policy and content 

controls. 

Client Policy Manager 

Microsoft® Windows 

Vista™ and Internet 

Explorer® 7 support 

 x  Includes support for the latest versions of Microsoft’s desktop O/S 

and Web browser. 

Registry Protection   x Provides machine level policies to control malware from writing, 

reading, modifying or deleting registry entries. 

Windows® Firewall 

enhancements 

  x Includes policies for inside or outside network as well as connected 

via VPN. Periodic refresh of firewall setting acts as anti-tampering. 

Remote Filtering 

Policy options for Fail 

Close and Fail Close 

timeout 

  x Allows time for connection through third-party ISP. 

 


